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AHHOTaUMSA.

B cmamve oceewaemcsa 3nauumas ponv 6HEOPEHUs MYTbMUMOOANbHLIX HEUPOHHLIX cemel 6 CUcmeMbl
unpopmayuonnou 6ezonacnocmu 0 nogviuleHus d@gexmusnocmu  pabomel npu OeMeKmuposanuu Kubepyzpos.
Hcnonvzoeanue kombunayuu HetiponHvix cemeti, exmouas ceepmounvie (CNN), pexyppenmuoie (RNN) u cemu ¢ doncoti
kpamxocpoutou navsamoio (LSTM), nozeonsiem oocmueams @blCOKOU MOYHOCMU U CKOPOCIU OOHAPYICEHUSL KUDEPYePO3.
Obveounsnsn pasiuuHvie UCMOYHUKU OAHHBIX, mMaKue Kak 6UudeoHabnoenue, ayouoaHaius, OuomMempuiecKyro
UOSHMUDUKAYUIO U AHATU3 NOBEOEHUECKUX NAMMEPHO8, MU MYTbMUMOOAIbHbIE CUCHeMbl NPed1a2arom KOMNIEKCHbI U
2nybokull ananuz bezonacHocmu, 0endas ux d@GexmusHbiM peuienuem nPOmue COBPEMEeHHbIX Y2po3 8 UHDOPMAYUOHHOU
cpeoe.

Ilenv uccnedosamnus: aumanuz u cpaeHenue QPOeKMUBHOCMU DATUYHBIX MUNOE Helipocemell, NPUMEHIEMbIX 8
UHPOPMAYUOHHOT 6e30NACHOCMU, C 0COOBIM BHUMAHUEM K 803MONCHOCHIAM MYTbMUMOOATHBIX CUCTHEM.

3aoaua uccnedosanusn: oyenka NPUMeHeHUs: PA3IUYHbIX MUNOE HeUpocemell 8 PA3HbIX CYeHapusx 00padomKu OAHHbIX,
om OUOMEMPUYECKO20 PACHO3HABAHUSL 00 AHAU3A Cemes020 mpapuxa.

Memoowl uccnedosanusn: meopemuyeckull aHaIU3 U CpagHeHue céepmoynvlx Hetiponnwix cemeti (CNN), pekyppenmuuix
neuponnvix cemeu (RNN) u cemeii ¢ doneoti kpamxocpounot namamvio (LSTM). Hoeusna pabomwl 3axniouaemcs 6
KOMNJIEKCHOM HOOX00€ K AHANU3ZY MYTbMUMOOAIbHBIX CUCIEM 8 KOHINEKCE COBPEMEHHBIX KUOEepyepo3.

Pe3ynomamul uccne0o8anus; mMyabmumoodaibHble CUCHEMbl, OCHAUWEHHbIE COBDEMEHHbIMU HeUPOHHbLIMU CemaAMU,
npedcmasnsirom coboii 6yoyuee 6 obracmu UHGOpMaAyUOHHOU be30nacHoCmu.

Bb1600b1: nposedennvili ananuz nOOmMeepicoaem CyujeCmeeHHy poib UHMe2Spayuu UCKyCCMeeHH020 UHMELIeKmd 8
cucmemvl UHGOPMAYUOHHOU 6OE30NACHOCMU, NOOYEPKUBAS BAICHOCHb MYIbMUMOOANIbHbIX CUCTEM 8 CO30AHUU
IhPexmugHbIX, a0aANMUBHBIX U MACULMAOUPYEMbIX PeleHutl 01 3auumsl OaHHBIX U UHMOPMAYUOHHBIX CUCTEM 8
coepemeHnHoU yugposotl cpede.

KaroueBble c10Ba: MCKYCCTBEHHBIH HHTEIUIEKT, MH(POPMAIMOHHAs Oe30MacHOCTb, MYJIbTUMOANbHBIE CHUCTEMBbI,
HEWpOHHBbIE CETH, OMOMETPUYECKOe paclo3HaBaHHWE, aHAlM3 CEeTeBOro Tpaduka, CBEpTOYHbIE HEWPOHHBIE CETH,
PEKYpPpPEHTHbIE HEMPOHHBIE CETH, CETH C JIOJITOM KPaTKOCPOUHOUN NaMAThbIO
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Abstract.

The article highlights the significant role of introducing multimodal neural networks into information security systems
to improve operational efficiency in detecting cyber threats. Using a combination of neural networks, including
convolutional neural networks (CNN), recurrent neural networks (RNN), and long short-term memory networks (LSTM),
it is possible to achieve high accuracy and speed in detecting cyber threats. By combining multiple data sources such as
video surveillance, audio analysis, biometric identification, and behavioural pattern analysis, these multi-modal systems
offer comprehensive and in-depth security analysis, making them an effective solution against today’s threats in the
information environment.

The aim of the study is to analyze and compare the effectiveness of various types of neural networks used in information
security, with special attention to the capabilities of multimodal systems.

Research objective is to evaluate the use of various types of neural networks in different data processing scenarios,
from biometric recognition to network traffic analysis.

Research methods are: theoretical analysis and comparison of convolutional neural networks (CNN), recurrent neural
networks (RNN) and long short-term memory networks (LSTM). The novelty of the work lies in an integrated approach to
analysing multimodal systems in the context of modern cyber threats.

Research results: multimodal systems equipped with modern neural networks represent the future in the field of
information security.

Findings: the analysis confirms the essential role of integrating artificial intelligence into information security systems,
emphasizing the importance of multimodal systems in creating effective, adaptive, and scalable solutions for protecting
data and information systems in the modern digital environment.

Keywords: artificial intelligence, information security, multimodal systems, neural networks, biometric recognition,
network traffic analysis, convolutional neural networks, recurrent neural networks, networks with long short-term memory

s mutupoBanus: Logvinov D.V.,, Shapenskaya A.M., Rytov M.Yu, Savkin S.S. Multimodal Neural Networks in
Information Security Systems // Ergodesign. 2024;2(24): 153-158. http://dx.doi.org/ 10.30987/2658-4026-2024-2-153-158.

B coBpemenHo# 3moxe nuQpoBU3alug, Koraa
nH(pOpMaITMOHHBIC TEXHOJIOTUH (UT)
CTPEMUTEITBHO pa3BUBAIOTCH, BOIPOCHI
KHOEepOEe30IIacHOCTH  CTAaHOBATCS BCE  Oojee
aKTyaJIbHBIMU. YUYUTBIBas CTPEMUTEIbHBIA POCT
UCCIEIOBaHU B  007acTU  HCKYyCCTBEHHOTO
unremiekta (MH), a B yacTHOCTH HEUPOHHBIX
CUCTEM, BHEJPCHUEC JaHHBIX MOAYJICH B CHCTEMBI
pacro3HOBaHUSI U JIETEKTHPOBAHUS KHOEPyrpos,
MO3BOJIUT PAIUKAILHO U3MEHUTH TPAIUITUOHHBIC
TIOJIXO/TBI K 3aIUTE JAaHHBIX ¥ HHPOPMAIIMOHHBIX
cucreM (MC), B ocobeHHocTH i aHaIn3a
nH(OPMAITUU U3 PA3INYHBIX HCTOYHHKOB, TAKUX
KaK BHJIEO, ayluo, IMOBEJCHUYECKHE ITaTTePHBI.
JUis aHanm3a JaHHBIX W3 Pa3jMYHBIX THIIOB
MCTOYHHUKOB HauOoliee MOIXOMSIINMHU SBISIOTCS

MYJIBTUMOJAJIbHBIC HeﬁpOHHbIe CCTH, IIOCKOJIbKY
OHH IIO3BOJIAIOT KOM6I/IHI/IpOBaTB Pa3JIMIHBbIC

TUNBl HEHUPOHHBIX CETed JUIsl TOBBILICHUS
TOYHOCTHU u CKOPOCTH pacno3HaBaHUs
KUOepyrpos.

Hampumep, B wuccnemoBanuu «A Novel

Multimodal-Sequential Approach Based on
Multi-View Features for Network Intrusion
Detection» ObUIa@ TPUMEHEH MYJIBTUMOIAIBHO-
MOCTIeIOBATENbHBIA TIOAXON ISl OOHApYKEHUS
KuOepyrpo3 B cpepe ceTeBbIX BTOpKEHUH (puc. 1)
[1]. JanHblii TOAXOA TIO3BOJIMJI TOBBICUTH
TOYHOCTb OOHapy’>KE€HHUsI CeTeBBIX aTak 10 94%
npu OuHapHOUM Kiaccuduxamuu u 10 88% mpu
MyJbTUKIIaccuuKanuu, uto Ha 2% u 4% Bie
10 CPaBHEHUIO C APYTUMH METOJIaMH.
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pacnosHaBaHusA Kudepyrpos [1]
Fig. 1. An example of using a multimodal-sequential approach in a cyber threat recognition system
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Ha mnacTosiumii MOMEHT, MYJbTUMOAAIBHO-

IIOCJIEZI0BATENBbHBIN MOJXO[ B BUJIE
MyJIBTUMOZAIbHBIX HeHpoHHBIX cereil (MMHC)
IIPUMEHSIETCA B Pa3IUYHBIX oTpaciax

KU3HENIEeATEeIbHOCTH 4enioBeka. Hampumep, s
JTUArHOCTUKKA  OONe3HW  AJbIreliMepa, OHU

MPUMEHSIIOTCS C MEXaHW3MOM CaMOBHUMAaHUS,
KOTOpBIA ~ 0oOpalaTbiBaeT  KIMHHYECKUE U
TCHETUYECKHUE PEe3YJIbTaThl HCCICIOBaHUH, a
TaK)Ke W300paXKCHHsS] MO3Ta IS TMOBBIIICHUS
TOYHOCTHU TMArHOCTUKH 3a00seBanus (puc. 2) [2].

MADD:I - Multimodal Alzheimer's Disease Diagnosis framework
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Puc 2. IIpumep ncnob3o0BaHus MyJIbTHMOAAJBHOH CHCTEMBbI ¢ MEXAaHM3MOM CAMOBHUMAHUS 1A
AMATHOCTUKM 00J1e3HH Anbureiimepa [2]
Fig. 2. An example of using a multimodal system with a self-awareness mechanism for the diagnosis
of Alzheimer's disease [2]

[Ipoextupys MMHC, HeoOXoAMMO TOHUMATH,
KOMOMHAIIUS KaKUX THUIIOB HEHPOHHBIX ceTei
OKa)KeTCs HauOoJee OAXOIALIECH UL
IIOCTABJIICHHOM 3aJauy, IO3BOJAS PEANIN30BaATh
rMOKyl0 M aJanTHpPyeMyl0 K HeNpepbIBHO
MEHSIOIMMCS YCIOBHAM cuctemy. Ha Texymuit
MOMEHT CyIIECTBYeT 3  OCHOBHBIX THUIA
HEHWPOHHBIX CETEN: CBEPTOUHBIC HEMPOHHBIE CETH
(CNN), pexyppeHTHbie HelipoHHble ceTH (RNN) u
CETH C JO0JIrol KpaTkocpouHoil mamateio (LSTM).

Cerp CNN — 53TO TUN HEHPOHBIX CeTel,

KOTOpbIE€  ONTUMHU3HUPOBAHBI  JJI  aHalIM3a
BU3yaJIbHON nH(popMauu u 4acTo
UCIONIB3yeMbIE B o0nacTsaX,  TpeOyromux

00pabOTKH M pacro3HaBaHUs M300pakeHuil. B
OCHOBE MX pabOTHI JIekaT OINEepaluu CBEPTKH,
KOTOPBIE MO3BOJISIIOT UM M3BJIEKaTh U3 BXOJHBIX
JAHHBIX BaXKHblE€ BH3yaJlbHble OCOOEHHOCTH,
Takhue Kak Kpas, YIIbl M TeKCTyphl [2]. D10
JOCTUTAETCs 3a CUeT NpPUMEHEHHs (PUIBTPOB K

M300paXeHHSIM, 4TO JIeNaeT CNN
BBICOKOO(D(PEKTUBHBIMU  JJII  pacro3HaBaHUS
00pa3os, BHJICOAHAIIN3A u CUCTEM

OMOMETpUYECKOM  MACHTU(UKAIUU, KOTOpPHIE
TpeOyIOT BBICOKOH TOYHOCTH U  OBICTPOTO
aHaiM3a, M BO3MOXKHOCTEW Kiaccu(UKAINH
M300paKeHHH.

Cetu RNN Obutn  pa3paboTaHbl Ui
HEOOXOAMMOCTH  OOpabOTKHM  HEMPEPBIBHBIX
JAHHBIX, TAKUX KaK TEKCT U BPEMEHHBIC PSI/Ibl—1
UCTOJb3YIOT BHYTPEHHUE IIUKJIbI 1151 COXPAHEHUS
MHGOPMALIUU O TPEAbIAYIINX BXOIHBIX JTaHHbIX,
YTO T[03BOJIAET YYHMTHIBATH BECh KOHTEKCT U
MOPSIZIOK JTAaHHBIX BO BpeMsi 00pabotku [3, 4]-u
JeNlaeT UX JOCTAaTOYHO BOCTPEOOBAHHBIMHU JIJIS
00pabOTKU €CTECTBEHHOTO f3bIKa, aHAJIU3a |
3aa4 TeHepaly TEKCTa, PAclo3HABAHUS PEUH,
IJe BOKHO YYHUTHIBATH MOPSIOK U 3aBHCUMOCTH
MEXIy ciloBaMH W cuMBoiamMu. OpfHAaKO C
TEUEHHEM BPEMEHHU IPOUCXOAUT HCYE3HOBEHHUE
IPaJUeHTOB, YTO 3aTPyIHsAET 00yueHue u padboty
RNN B T€ueHNH IPOAOIKUTEIBHOIO IPOMEXKYTKA
BpPEMEHH.

Cerp LSTM sBnAIOTCS yaydlIEHHON BepcHEH
RNN, B KoTOpoW pemaercs mpobiaema
MCUE3aIOIIEero TpajJueHTa, YTo MO3BOJSET Ooliee
3ppexTuBHO  00pabaThiBaTh  JOJTOCPOYHBIE
3aBucuMocTd. Jlyis He€ XapaKkTepHO HajIuuue
MEXaHU3MOB  [UIIO30BaHMs, MpU  MOMOIIA
KOTOPBIX TPOUCXOAMUT YIIPaBICHHE XpaHEHHEM,
OoOHOBJICHHEM U 3a0bIBaHUEM WH(MOPMAIUU, YTO
mo3BosigseT Oojiee THMOKO YHPaBIATh IMOTOKOM
maHHbIX [5]. DOTtm cBoiictBa pgemaror LSTM
O0COOCHHO IIEHHBIMH ISl PEHICHUS CIOKHBIX
3a1a4  0O0pabOTKM  €CTECTBEHHOTO  SI3BIKA,
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pacrmo3HaBaHHsS PEYM W aHajdn3a BPEMEHHBIX
PSIOB, B KOTOPBIX TPEOYIOTCS YUET KaK TeKYIIUX,
TaKk ® JIOJTOCPOYHBIX OTHOIICHHA MEXIY
DIEMEHTAMU JaHHBIX.

IIpu  npoextupoBanun MMHC  BaxHO
MOHUMATh, 9YTO OOBEIMHEHUE PA3TMYHBIX THUIIOB
HEHPOHHBIX ceTell MOBBICUT 3()(HEKTUBHOCTD, HO
B TO K€ BpeMsl YBEITUYHUT BpeMs Ha oOydeHue. B
KOHTEKCTE OOHApY)KEHHUSI aHOMAJIMHA CETEBOTO
Tpaduka OBLIO 0OHapy>KeHO, 4TO
MyabTUMOnanbHas komOuHauus CNN u LSTM
oOmamaer OoJjiee  BBICOKOH  CIIOCOOHOCTBIO
OoOHapy>XMBaThb aHOMAJIMKU C 0OOJiee BBICOKOM
TOYHOCTBIO, YEM UX OJHOMOAAIBEHOCTbD.

[IpuopuTeTsl 0OOHAPYKEHUSI AHOMAJIUH MOTYT
pa3nuyarbCsi B 3aBUCUMOCTH OT KOHKPETHBIX
CUCTEeMHBbIX TpeOoBanui. Ecam crout 1einb

IOOHUTBCS HU3KOIO YpOBHs JIOAKHBIX
cpabarplBaHUil W  HET OrpaHUYEHUH IO
BPEMEHHBIM 3arparam Ha o0yueHwue,
MIPENIIOYTUTENBHBIM BBIOOpOM SABJISIETCS

koMOuHamus cereit  CNN+LSTM. Monens
CNN+LSTM-1  1moka3pIBaeT TOYHOCTHL IO
99,126%, a mogens CNN+LSTM-2 — TOYHOCTH
99,124%, 4TO HEMHOIO HMXE, YeM Yy
ogHoMonmanbHeIX CNN u LTSM, tae TO4YHOCTH
cocraBuia 99,095% u 98,938% coOTBETCTBEHHO

[7].
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Puc. 3. CpaBHeHHEe TOYHOCTH OTHOMOAAJIbHBIX H MYJIbTHUMOJAJIbHBIX HEPOHHBIX CeTeill B 3aJa4e
B 3a/1a4e JeTeKTUPOBaHMs aHoMaJmii ceTeBoro tpaduka IoT (UnrtepHer Bemreit)|7]
Fig. 3. Comparison of the accuracy of single-modal and multimodal neural networks in the problem
of detecting anomalies in IoT network traffic (Internet of Things)[7]

OpHoMonmanbHbBIE  HEWPOHHBIE CETH  TIO-
npexkHeMy 3¢ (eKTUBHbI, 0COOEHHO JUIsl 3ajad,
TJIe CKOPOCTD SIBJISIETCS KPUTHUECKUM (PAKTOPOM,
XOTSI X TOYHOCTh YCTYMAaeT MYJIBTUMOIIEHBIM
HEUPOHHBIM CETSAM, OHA BCE K€ O00ECIeYyMBaET
JOCTaTO4YHYI0 3(PGEKTUBHOCTh JUISI MHOTHX
3a/1ad4.

Taxxke Tpebyercs y4UTHIBaTh, 4YTO BpeMs,
HeoOxoaumoe st oOydeHHs OIHOMOJAIbHOMN
CeTH WM MYJIBTUMOJAIBHON CETH C Jpyrou
KoMOuHaIel HepoHux cereit (RNN+LTSM),
3a4acTyl0 MEHbIIE, 4YeM Y MYIbTUMOJANbHON
cetu (CNN+LTSM). Drto pemaer Japyrue
BapHalllMK CUCTEM OoJiee MPUBICKATETHbHBIMU IS
CIIEHapueB, TAE€ BPEMEHHBIE pecypchl Ha
oOyueHue  orpanuueHbl.  Hampumep, s
oOyuenust RNN-LSTM-1 TpeOyercs Bcero
301,561 cexyHapl, 4TO 3HAYUTEIHHO MEHBIIE
BpeMeHu olyueHus, Heooxoaumoro st MMHC,
Takux kak CNN+LSTM, xotopoe 3aHUMaeT 0
1355,819 cexynnsr [7].

BaxxHOo TOAYEpPKHYTh, YTO BEIOOP MEXIY
OMHOMOJATBHBIMH W MYJIBTUMOJQIbHBIMHU

CHUCTEMaMH, a TaK)K€ UX KOMOMHALUSAMU JI0JKEH
OCHOBBIBAThCSI Ha KOHKPETHBIX TPeOOBAHUSAX
nocTaBiieHHON 3amaun. HecMmoTps Ha TO, uTO
OJTHOMOJIaJIbHbIE HEWPOHHBIE CETU JIOCTATOYHO
3¢ (}exTUBHBI B OMNpENEICHHBIX  3ajayax,
ucnonpzoBanne MMHC moBbIIIIaeT TOYHOCTH
pacrno3HaBaHMsl, a TaKKe pacmupsier
(yHKIIMOHATbHBIE BO3MOXHOCTU JJIs aHallK3a
00JIbIIIero BUIa UCTOYHUKOB JaHHBIX. Hampumep,
B c(epe mHbOpMAIIMOHHOI 6€30MacHOCTH, €CIU
TpeOyercs HauOobIIAs TOYHOCTh
pacro3HaBaHus, Haubolee MOAXOIIIIUMHA OyIyT
MyapTUMOJaIbHble cetu CNN+LTSM, a cetn
RNN+LTSM 6onee nomxonsuiye eciu Tpedyercs
BBICOKAsE CKOPOCTh OOydYeHHUss U JOCTaTOYHast
TOYHOCTb.

B xoHTekcTe nH(pOopMamoHHO 6€30MacCHOCTH
(Mb) omHMM W3  BUAOB  3BPUCTHUYECKON
NESTeNIbHOCTH  SIBJIETCS  IPOTUBOOOPCTBO
3JIOyMBIIUIEHHUKAaM, CBA3aHHOE C  pPOCTOM
KHOEpIIPECTYIUICHU, B Kpaxke U  cObITe
KOH(pHIeHIHATbHONH HHPOPMAIINH, B IIIaTEXKHBIX
TPAHCIIOPTHBIX, OAHKOBCKUX CHCTeMax W T.1. B
CBS3M C 3TUM 0C000€ 3HaYeHWEe MTPHOOpeTaeT
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pa3paboTKa CUCTeM HCKYCCTBEHHOTO HHTEJIICKTA,
CBSI3aHHBIE ¢ OMOMETPUYECKUMH TEXHOJIOTHSIMH,
yCTpOUCTBaMH ay TCHTH(HUKAIIH B
1600
1400

6CCHp0BOIIHBIX CCTAX, KOMITBIOTCPHBIMU
CHCTEMaMH MaIllMHHOTO O0Oy4yeHus B cdepe
nH(popMaImoHHO# 6e3omacHocTH [8].
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Puc 4. CpaBHeHue BpeMeHH 00y4eHUsI OAHOMOAAJIbHBIX U MyJIbTI/IMOZIaJIbeIX HEeHPOHHBIX ceTeil
B 3a/1a4e J1eTeKTUPOBaHMs aHOMAaJIMid ceTeBoro tpaduka loT [7]
Fig. 4. Comparison of the training time of single-modal and multimodal neural networks in the task
of detecting anomalies in IoT network traffic [7]

Takum o6pa3zom, wucnonb3zoBanne MMHC
MOXET CYIIECTBEHHO IIOBBICUTh  Ka4e€CTBO
aBTOMATHU3AaIlMH, OJTHAKO HEOOXOAMMO YUUTHIBATH,
9T0 (PMHAIBHOE PEUICHHUE TOJHKHO MPUHUMATHCS
C y4YaCTHEM OJKCHEPTHOW OnEeHKH. [lockoibky
JKCHEPTHAs OLIEHKAa TO3BOJUT NPOU3BECTHU
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KPUTUYECKUH aHalu3 BbIBOAOB, CJEJIaHHBIX
CHCTEMOM, a TaK)Ke OINpPEe/eJIUTh OTEHIINAIbHbIE
yrpo3bl M HEOJHO3HAUYHOCTH, IPOIYILEHHbIE
cucrteMoil. Takxke dKCIepTHas OLCHKA IT03BOJIUT
O0ObEKTUBU3UPOBATh (MHAIBHOE pEIICHHEe, a
TaK)K€ OOECHEUUT COOTBETCTBUE ATHUYECKUM
acreKkTaM M TpeOOBAHUSAM 3aKOHOJATEIbCTBA.
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